
Morning Afternoon Evening

Fri

Sat

Sun

Misc

ShmooCon 2010 Cheatsheet

Side Activities
11:30 NovaHackers Lunch

(Spices DC) (@novahackers)
12 SecurityTwits Lunch

(Stone’s Throw) (@securitytwits)

Side Activities
8-2 Hacker’s Lounge (@hacdc)
8 Bar Crawl (@capsecdc)
8:30-10 Firetalks (#firetalks)
9 Syngress Tweetup (Lobby Bar)

Side Activities
7:30-8:30 Podcaster’s Meetup

(#podcastersmeetup)
8:30-10 Firetalks (see above)

Official Contests
Barcode ShmarCode
Ghost in the Shellcode
Hack or Halo
Hacker Arcade
Shmooball Launchers
TF2 and TF2 Cheater Tourney
ShmooCon Labs

Vendor Contests
[Add your contest here.]

Interesting Things
PaulDotCom Rainbow Table

Exchange

Suggested Twitter Tags
Include #shmoocon in all tweets then add one or more of the following:
#1trackmind # podcastersmeetup
#buildit #firetalks
#breakit [Any other tags?]
#bringiton

3 Opening Remarks
4 GPU vs CPU Supercomputer

Security Shootout
4:30 Info Disclosure via P2P Networks
5 Economics of Cyber Crime
5:30 Windows File Pseudonyms

2 (Build/Break/Bring)
•Build your own Predator UAV @

99.95% Discount
•How To Be An RSol: Effective Bug

Hunting in Solaris
•De Gustibus - Adventures in

Hacking Taste
3 (Build/Break/Bring)
•Ring -1 vs. Ring -2: Containerizing

Malicious SMM Interrupt Handlers
•Bluetooth Keyboards: Who Owns

Your Keystrokes?
•Cyborg Infosec: Defense Against

Dark Arts
4 (Build/Break/Bring)
•honeyM: Framework For Virtual

Mobile Honeyclients

12 (Build/Break/Bring)
•0wn the Con
•Cracking the Foundation: Attacking

WCF Web Services
•Pulling the Plug: Security Risks in

Next Gen of Offline Webapps
1:30 Better Approaches to Physical

Tamper Detection
2 Closing Remarks

6 Learning by Breaking: New Proj
for Insecure Webapps

6:30 Guest Stealing - VMware Way
7 Keynote: Closing TLS Authen Gap

•BaSO4: Dynamic Dataflow
Analysis Tool for Auditing

•Recovering Evidentiary Artifacts
from VMs & Hypervisors

5 (Build/Break/Bring)
•DIY Hard Drive Diagnostics:

Understanding a Broken Drive
•Tale of Infra Weaknesses in

Distributed Wireless Comm Srvs
•Splendiferous Story of Archive

Team & Disappearing Heritage
6:30 Hack or Halo
8 Sat Night Party (Heaven & Hell)

10 (Build/Break/Bring)
•Blackberry Mobile Spyware
•Exposed | More: Attacking

Extended Web
•Becoming Jack Flack: Real Live

Cloak & Dagger
11 (Build/Break/Bring)
•PCI: An Existential Threat
•Friendly Traitor: Our Software

Wants to Kill Us
•Back to the Glass House

10 (Build/Break/Bring)
•Jsunpack-Network Edition

Release: JavaScript Decoding
•New World of Smartphone Sec

What Your iPhone Discloses
•Detection of Rogue APs Using

Clock Skews
11 (Build/Break/Bring)
•WLCCP - Analysis of a
Potentially Flawed Protocol

•Social Zombies II
•Flying Instruments-Only: Legal

& Privacy Issues in the Cloud
12 (Build/Break/Bring)
•WiFi Bombs Shaken Not Stirred
•GSM: SRSLY?
•Tales from the Crypto
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[Got any ideas of what could go 
here.]

[Got any ideas what could go here. 
Let us know.]


